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ABOUT THE AUTHOR

Manoj Palwe is a Regulated Canadian Immigration Consultant (RCIC R422575), a CAPIC
Fellow (R11592), and MIA examination qualified — with more than 25 years of frontline
immigration practice across Canada, Australia, Germany, the UAE, and the Gulf states.
He is the President of Taurus Infotek, operating under the Dreamvisas brand with offices
in Toronto, Canada and Pune, India.

Through his Dreamvisas practice, Manoj has assisted 10,000+ families navigate
permanent residence, skilled worker visas, study permits, family sponsorship, employer
compliance, and complex refusals across multiple jurisdictions. His practice spans the full
immigration lifecycle — from initial eligibility assessment through submission, officer-level
documentation strategy, and re-filing after refusals. Canadian immigration is his primary
practice area, covering Express Entry, Provincial Nominee Programs, family sponsorship,
temporary foreign worker compliance, and citizenship. Australian skilled migration falls
within his MIA-qualified advisory scope. He regularly advises on Germany's Skilled
Immigration Act pathways, UAE residency, and Gulf country work permit structures.

What distinguishes his practice is the combination of multi-country depth and meticulous
documentation discipline. Over 25 years, Manoj has appeared before Canadian
immigration tribunals, advised on PNP nomination strategies across multiple provinces,
managed complex Express Entry profiles, represented clients in visitor visa refusal
appeals, and guided entrepreneurs through business immigration pathways. He brings
the same officer-perspective risk assessment to every file: understanding not just what
the rules say but how applications are evaluated in practice, what triggers concern, and
what makes a decision straightforward to approve.

His overseas job fraud protection work grew from a painful pattern in his practice: families
calling after a worker had been defrauded — money lost, workers stranded, futures
derailed. Over 25 years these cases accumulated into the body of knowledge that
became the SAFEJOB Framework. The framework was originally shared informally with
clients preparing to go abroad. Its formulation into a systematic, teachable protocol
reflects the feedback of hundreds of workers and families who applied it and found it
worked.

Beyond one-to-one consulting, Manoj publishes practical immigration handbooks under
the Dreamvisas brand — currently 60+ titles on Amazon covering Canada, Australia,
Germany, UAE, UK, Ireland, and overseas job fraud awareness. His YouTube channel
has grown to 20,000+ subscribers across 600+ videos in English and Hindi. He has
earned 600+ LinkedIn recommendations from clients and peers over his practice career.
He is a regular speaker at community events on Canadian immigration, overseas job
fraud awareness, and NRI financial planning.
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The Dreamvisas Education Series is built around one belief: accessible, accurate,
practical information is itself a form of protection. Every worker deserves to make their
overseas employment decision with full knowledge of both the genuine opportunities and
the genuine risks.

PERSONAL EVALUATION REPORT (PER) — PROFESSIONAL CASE

ASSESSMENT

If you are planning to work abroad and would like a professional evaluation of your specific
eligibility, pathway options, and risk factors, consider a Personal Evaluation Report (PER)
with Manoj Palwe.

Manoj is a Regulated Canadian Immigration Consultant (RCIC R422575), CAPIC Fellow
(R11592), and MIA examination qualified — with 25+ years of frontline practice across
Canada, Australia, Germany, UAE, and the Gulf states.

The PER includes: eligibility assessment for your target country, recommended pathways
ranked by suitability, specific risk identification for your situation, and a clear step-by-step
action plan.

Multi-country scope: Canada (primary), Australia, Germany, UAE, Gulf states, UK, Ireland.
For more information: dreamvisas.com

Note: A PER inquiry does not establish a consultant-client relationship. Formal engagement
requires a signed retainer agreement.

No pricing information is provided here per KDP content guidelines. Visit dreamvisas.com for
current consultation options.

If this book helped you understand your options, avoid a costly mistake, or protect a family
member planning to work abroad — please take two minutes to leave an honest review
on Amazon. Two minutes of your time helps the next worker in the same situation find the
right information before they pay money they cannot afford to lose.
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IMPORTANT DISCLAIMER

This book is for educational and general awareness purposes only. It does not constitute
immigration legal advice, does not create a consultant-client relationship, and does not
guarantee any immigration outcome. Immigration and labour laws change frequently;
always verify all information with official government sources before taking any action
based on what you read here.

Purchasing this book does not establish a professional or contractual relationship
between the author, Taurus Infotek., or Dreamvisas and the reader. For professional
advice specific to your individual circumstances, consult a Regulated Canadian
Immigration Consultant (RCIC) licensed by the College of Immigration and Citizenship
Consultants (CICC), a Registered Migration Agent (RMA) registered with MARA, or a
qualified immigration lawyer in the relevant jurisdiction.

The author holds RCIC licence R422575 (Canadian immigration) and is a CAPIC Fellow
(R11592). The author has passed the Migration Institute of Australia (MIA) examination.
Foreign labour law summaries in this book — including those for UAE, Saudi Arabia,
Qatar, Germany, Australia, and the UK — are simplified for general awareness only and
may be incomplete or subject to recent changes not reflected here. Always verify current
law directly with the relevant official government portal or a qualified local lawyer in the
destination country.

Statistics and case data cited in this book are sourced from parliamentary records,
government reports, and public media coverage as of early 2026. Actual figures may
differ. All case studies use composite or anonymised scenarios for illustrative purposes.

The SAFEJOB Framework™ is an original practical awareness tool created by Manoj
Palwe. It is designed to help workers conduct their own preliminary due diligence. It is not
a guarantee of safety and should be used alongside — not instead of — professional
advice.

Copyright © 2026 Manoj Palwe / Taurus Infotek. All rights reserved. No part of this
publication may be reproduced, distributed, or transmitted in any form or by any means
without prior written permission from the publisher.

Published under the Dreamvisas brand. Toronto, Canada | Pune, India | February 2026.
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FOREWORD — WHY | WROTE THIS BOOK

Every week, someone calls my office in tears.

The call usually begins the same way: "Sir, we have lost everything." Sometimes it is a
mother in Punjab, calling from a relative's phone because she cannot afford her own. Her
son was promised a welding job in Germany — %3 lakhs to the agent, flight booked,
excitement building — and then silence. No employer at the destination. No job. No way
home. Sometimes it is a nurse from Kerala who gave 25 years to a government hospital
and finally decided to seek a better life in the UAE. She paid %7 lakhs to an agent with a
professional office, received an offer letter on what looked like authentic hospital
letterhead, and arrived at Dubai International to find a stranger asking for her passport
"for registration purposes.” Three months later she was working 18-hour days in a
household she had never agreed to work for.

In 25 years of immigration practice, | have sat across from hundreds of these families.
What strikes me every time is not that they were careless. These are not impulsive people
who threw money at the first offer they saw. They are careful, hard-working families who
researched what they could, asked the people around them, and made decisions based
on the best information available to them at the time. The problem is that the best
information available to most Indian workers before they go abroad is simply not good
enough. It is incomplete, it is outdated, it is sometimes deliberately wrong — and it costs
them everything.

That is the gap this book fills. It is the conversation | wish | could have with every Indian
worker before they make their first overseas job decision. It draws on 25 years of seeing
what goes wrong and what protects people. It uses the most current data available —
Parliament's winter session 2025 recorded 16,127 formal complaints from Indians abroad
in just 22 months, and that number is a fraction of the real total. It covers every major
destination country. And it is built around a single practical framework — the SAFEJOB
Framework™ — that any worker can apply in under two hours, for free, using only official
government portals.

| want to be honest about what this book is and what it is not. It is not a guarantee of
safety — no book can provide that. Immigration fraud is a dynamic, fast-moving criminal
industry, and it will always evolve faster than any single publication can track. What this
book gives you is something better than a guarantee: it gives you the tools to think clearly,
the knowledge to ask the right questions, and the awareness to recognise danger before
it becomes disaster. Those tools will serve you in any situation the fraudsters create,
because they teach you the underlying logic of fraud detection — not just a list of red flags
that becomes outdated in six months.
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It is also not a replacement for professional advice. If you are planning a significant
immigration move — a work permit, a permanent residency application, a family
sponsorship — please work with a licensed RCIC or registered migration agent. What this
book gives you is the foundation of knowledge you need to choose that professional
wisely, to understand what they tell you, and to protect yourself in the spaces between
professional consultations.

Who This Book Is Written For

This book is written for five distinct groups of readers, and it is designed so that each
group can use it effectively:

The first reader is the worker considering an overseas job for the first time. You have
received an offer letter, or you have been approached by an agent, or you are thinking
about registering on a job portal. You are excited and hopeful — and you should be,
because legitimate overseas employment can genuinely transform a family's situation.
This book will give you the tools to tell the real from the fake before you commit a single
rupee.

The second reader is the experienced migrant worker who has worked abroad before and
is preparing for another assignment. You know the basics, but fraud patterns in 2025 and
2026 look very different from what you encountered five or ten years ago. Al deepfakes,
cyber scam compounds, voice cloning — these are genuinely new threats that existing
knowledge does not protect you from. This book updates your understanding.

The third reader is the family member — the mother, father, spouse, or sibling — who is
sending someone they love abroad and wants to know what they can do from India to
protect that person. Chapter 10 is written specifically for you, but every chapter gives you
knowledge that makes you a more effective guardian from 10,000 kilometres away.

The fourth reader is someone who has already been defrauded and is trying to
understand what happened, what their legal options are, and how to prevent it from
happening again. Chapter 8 contains the emergency protocols. Annex B contains the
helpline directory. The legal chapter will help you understand your rights and the avenues
available to you.

The fifth reader is the recruiter, HR professional, NGO caseworker, or government welfare
officer who works with migrant workers and wants a comprehensive reference document.
This book is designed to be that reference — current, specific, and practical.

How This Book Is Structured

The book moves from general to specific. Chapters 1 and 2 establish the context and the
framework — the scale of the problem and the systematic response to it. Chapters 3
through 5 go deep on fraud types, country specifics, and agent verification. Chapter 6
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covers your legal rights in every major destination. Chapters 7 through 9 address the
digital threats, emergency escape protocols, and gender-specific risks. Chapter 10 is
dedicated to families. Chapter 11 covers what happens after you arrive — the first 30
days. Chapter 12 sets out next steps and related resources.

If you are facing an immediate situation — you are currently abroad and something is
wrong — go directly to Chapter 8. The emergency protocols are there. If you are a family
member trying to locate or help someone, go to Chapter 10 and then Chapter 8. If you
are evaluating a job offer right now, go to Chapter 2 first, then Chapter 4 for your specific
destination country.

A Note on the Data

This book relies on publicly available data from Indian parliamentary records (Lok Sabha
winter session 2025), the Ministry of External Affairs annual reports, CICC Canada
enforcement records, ILO research on labour migration, and country-specific government
labour ministry publications. Where exact figures are cited, the source is identified. Where
| offer estimates or ranges, | have said so clearly.

Immigration law changes quickly. The country-specific information in this book was
verified against official sources as of February 2026. Before making any decision based
on this information, verify the current position directly with the relevant government portal.
| have included the URLSs for every major official portal throughout the book and in Annex
C.

A Personal Note

| am a Regulated Canadian Immigration Consultant — RCIC R422575 — from the
College of Immigration and Citizenship Consultants, and a CAPIC Fellow (R11592). |
have passed the Migration Institute of Australia examination. My practice spans Canadian
immigration as the primary focus, plus Australian migration, Germany, UAE, UK, and Gulf
country advisory. | have helped 10,000+ families navigate their immigration journeys
across these jurisdictions. | run a YouTube channel with 20,000+ subscribers and 600+
videos covering immigration pathways in English and Hindi, and have earned 600+
LinkedIn recommendations from clients and peers over 25 years of practice.

But the families who motivated me to write this book are not the ones who got their visas.
They are the ones who called me after the dream turned into a nightmare. They are the
reason the SAFEJOB Framework exists. They are the reason | keep updating this guide
every year, tracking new fraud patterns and new legal developments so that the next
person who reaches out to me has already read something that could have protected
them.
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This book is for them — and for the thousands of families | will never meet who face the
same risks every year.

Manoj Palwe, RCIC R422575
Toronto, Canada | February 2026

[0 WHAT THIS BOOK COVERS — AT A GLANCE

* The SAFEJOB Framework™: a 7-step, 2-hour, zero-cost verification system that works for
any job offer, any country

* 12 distinct fraud types with specific red flags, case studies, and detection methods for each

» Country verification guides for Canada, UAE, Saudi Arabia, Germany, Australia, UK, and
Southeast Asia

* Legal rights under ILO conventions and local law in every major destination country
* Al deepfake and voice cloning detection protocols for 2026
* Emergency escape and recovery protocols if you are already in a bad situation

» The Blue Folder Protocol: what to prepare before departure to protect yourself and your
family

» Gender-specific risks and January 2026 Embassy contract registration requirements for
domestic workers

* The Family Vigilance System: how families in India can monitor and protect workers
abroad

» First 30 days warning sign checklist for workers who have already arrived

* 4 detailed annexes: legal references, helpline directory, agent call script, fillable vigilance
sheet
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CHAPTER 1

THE SCALE OF THE PROBLEM: WHAT PARLIAMENT DATA TELLS
UsS

Priya was 24 years old when the call came. A nursing position in Abu Dhabi —
salary three times what she earned at the district hospital in Coimbatore. The
recruitment office looked professional: framed certificates on the walls, a
reception desk with a smartly dressed attendant, a folder of testimonials from
"successful" placements. Eighty-nine other nurses from Tamil Nadu and Kerala
signed up in the same batch over six weeks. They paid between %8 and 10 lakhs
each. Three months later, all 89 were stranded in Dubai — no jobs, no
accommodation, and no way home. The company whose name appeared on the
offer letter had never heard of the recruiting agent. The agent had vanished. The
total loss across the group: approximately %8.1 crore.

Priya's story is not an outlier. It is not a particularly dramatic case. In the context of
overseas job fraud targeting Indian workers, it is representative. The numbers that
emerged from India's Parliament in December 2025 tell the full scale of a crisis that most
people — most policymakers, most employers, most communities sending workers
abroad — still do not fully understand.

1.1 The Parliamentary Record: What Government Data Reveals

India's Ministry of External Affairs, responding to Lok Sabha Unstarred Question No. 1892
in the Winter Session 2025, disclosed that the government received 16,127 complaints
from Indian nationals abroad between January 2024 and November 2025 — a period of
just 22 months. These complaints came through two portals: 11,195 through MADAD (the
MEA's dedicated overseas distress platform) and 4,932 through CPGRAMS (the
Centralised Public Grievance Redress and Monitoring System).

[l KEY PARLIAMENTARY DATA — December 2025

* 16,127+ complaints from Indians abroad: January 2024 — November 2025 (22 months
only)

* MADAD portal: 11,195 complaints | CPGRAMS: 4,932 complaints

* 6,700+ Indians rescued from Southeast Asian cyber scam compounds in 2024—2025
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» Saudi Arabia: 10,884 Indians deported in 2025 alone — majority from irregular migration
« 3,505 unregistered recruitment agents identified on eMigrate portal as of October 2025

* Canada (CICC): 5,000+ unauthorised immigration websites and social media pages shut
down

* India among top 5 source countries for international labour trafficking (US TIP Report 2024)
» Average worker loss: ¥2-5 lakhs — often representing entire family savings plus debt

» Source: Lok Sabha, Unstarred Question No. 1892, Ministry of External Affairs, December
2025

But these 16,127 complaints represent something important to understand: they are not
the total number of victims. They are the total number of victims who knew about
government complaint portals, were able to access them, were willing to use them, and
trusted that filing a complaint would produce a result. Research on overseas labour
exploitation consistently estimates that official complaint rates represent between 10%
and 20% of actual victimisation. Applying the most conservative multiplier of 5 to the
parliamentary figures produces an estimated real victim total of 80,000 to 100,000 Indian
workers defrauded in overseas recruitment in just 22 months.

That is not a niche problem. That is a national crisis affecting workers from virtually every
state, every educational background, every occupational category. Construction workers
from Uttar Pradesh and Bihar. Nurses from Kerala and Tamil Nadu. IT professionals from
Telangana and Karnataka. Domestic workers from Jharkhand and West Bengal.
Teachers from Punjab and Haryana. The fraud does not target a specific type of worker
— it targets anyone with the aspiration to work abroad and the financial resources to pay
for a shot at it.

1.2 Why the Real Numbers Are Higher Than the Reported Numbers

The gap between reported and actual victimisation in overseas job fraud is wider than in
almost any other category of economic crime. Multiple structural factors drive this gap,
and understanding them is important for appreciating the true scale of the problem.

Shame and social stigma are the most powerful suppressors of complaint filing. In most
Indian communities, being defrauded in an overseas job scheme carries significant social
stigma — it is read as evidence of gullibility or poor judgement. Families who have
borrowed %5 lakhs from relatives and neighbours to fund a migration that turned into fraud
do not want those relatives and neighbours to know. They absorb the loss quietly. They
do not file complaints.
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Legal exposure is the second factor. Many fraud victims travelled on incorrect visa
categories — visit visas used for employment purposes — because the agent arranged
the travel that way. When they return, they fear that filing a complaint will expose them to
legal consequences for the immigration irregularity. This fear is often unfounded, but it
keeps people silent.

Ignorance of complaint mechanisms is the third factor. MADAD is not universally known
among the communities most vulnerable to fraud. Workers from rural areas and Tier-2
and Tier-3 cities often have no awareness that a government portal exists for their specific
situation. They call local contacts, talk to community leaders, or simply accept the loss.

Distrust of institutions is the fourth factor. Workers who have already been exploited by a
system they trusted — the recruitment agent, the supposed employer — are often not
inclined to place their trust in another institution, even a government one. They have been
burned once. Filing a complaint feels like another exercise in futility.

Ongoing exploitation is the fifth factor. Workers who are currently in a situation of
exploitation — physically confined, without phones, in a country whose language they do
not speak — cannot file complaints at all. These are the most severe cases and among
the least represented in the official data.

1.3 The Sectors Most Targeted in 2025-2026

Overseas job fraud follows the migration aspirations of the target community. Where
Indians want to go — and what they want to do when they get there — is where the fraud
concentrates. In 2025 and 2026, five sectors account for the majority of fraud cases
involving Indian workers:

Primary Dominant Fraud Type @ Typical Loss

Destination Range
Construction and General UAE, Saudi Ghost employer, visa 1.5 - 3 lakhs
Labour Arabia, Qatar, category switch, kafala

Oman exploitation
Healthcare and Nursing UAE, UK, Saudi Fake hospital / clinic, %3 - 8 lakhs

Arabia, Germany salary fraud,
gualification fee scam

Information Technology Canada, Fake LMIA, ghost %5 — 15 lakhs
and Engineering Germany, employer sponsor, fake
Australia skills assessment
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Domestic Work Saudi Arabia, Kafala sublet, passport %1 — 2 lakhs plus
Kuwait, Lebanon, confiscation, wage liberty
UAE theft, trafficking

Hospitality and Tourism Southeast Asia, Job type switch, cyber %2 — 5 lakhs or
UAE, Europe scam compound, visa forced labour
overstay coercion

Teaching and Education UAE, Middle School does not exist, %2 — 5 lakhs
East, Southeast salary fraud, contract
Asia substitution
Technology-Enabled Myanmar, Forced labour, criminal  Life risk beyond
Fraud Centres Cambodia, coercion, debt financial loss
Thailand border bondage, trafficking
zones

1.4 The Anatomy of a Target: Who Fraudsters Deliberately Seek Out

Overseas job fraud is not random. The people who run these operations are sophisticated
criminals who profile their targets carefully and focus their resources where the probability
of payment is highest and the risk of complaint is lowest. Understanding the target profile
is not about victim-blaming — it is about recognising the specific ways fraudsters calculate
their approach so that you can recognise when those calculations are being applied to
you.

The first characteristic fraudsters seek is financial motivation combined with limited
overseas experience. A first-time overseas job seeker has no reference point for what a
genuine offer looks like. They cannot compare the agent's office to other agents's offices
they have visited, because they have not visited other agents. They cannot compare the
offer letter to other offer letters they have received, because they have not received other
offer letters. This absence of context makes them dependent on the fraudster's framing
of what is "normal.”

The second characteristic is a degree of financial desperation — not absolute poverty,
but the kind of calculated financial pressure that comes from having borrowed to fund the
migration dream. When a family has raised %5 lakhs through gold loans and borrowed
from relatives, the pressure to make the investment work is intense. Fraudsters use this
pressure. They create urgency — "the visa processing deadline is tomorrow" — that
exploits the borrower's fear of losing both the opportunity and the money already spent.

The third characteristic is social referral. The most effective recruiting tool for fraudulent
agents is the apparently successful prior client. When someone in your village or your
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community tells you that they went to this agent and got a job in Dubai, you are far less
likely to apply critical scrutiny to the offer. You trust the referral. The fraudster knows this
— which is why fabricated testimonials, paid referrals, and even a small number of
genuine early placements are used to build the social proof that makes the fraud machine
self-perpetuating.

The fourth characteristic is ECR passport status. An ECR designation on a passport
signals lower formal educational qualifications, which in the fraudster's calculation
correlates with lower awareness of eMigrate verification, less access to English-language
official resources, and fewer connections to legal or professional advice networks. ECR
passport holders are specifically targeted by Gulf country labour recruitment frauds.

1.5 The Real Economic Cost: Beyond the Lost Lump Sum

The standard figure quoted for overseas job fraud losses — ¥2-5 lakhs per victim —
understates the true economic impact on affected families, sometimes significantly. This
is because the amount lost is not drawn from savings in most cases. Most Indian families
funding overseas work migration are borrowing.

The typical funding structure for a migration costing %5 lakhs involves multiple sources: a
gold loan of ¥1.5-2 lakhs against family jewellery at 18—24% annual interest; a borrowing
from a relative or close friend of ¥1-1.5 lakhs, often interest-free but socially costly to fail
to repay; a chit fund or local moneylender borrowing of %1 lakh at 24—36% interest; and
a personal or agricultural loan from a bank of the remainder.

When the migration fails because of fraud, the worker returns without income to a family
servicing this multi-source debt at blended interest rates of 20—30% per annum. A %5 lakh
loss becomes a 6.5 lakh debt burden within 18 months. Two years after the failed
migration, the family may owe X8 lakhs on the original %5 lakh investment, with no
improvement in income to service it. Agricultural land comes under mortgage pressure.
Daughters’ marriage plans are deferred. Children's higher education becomes
unaffordable.

Beyond the financial mathematics, there are psychological costs that never appear in any
loss calculation. Workers who return from fraudulent overseas placements — particularly
those who experienced confinement, coercion, or abuse — frequently suffer from trauma
symptoms that untreated can last years. The social shame of having been "the one who
was cheated" affects not just the individual worker but their entire family's standing in the
community.

1.6 What Is Working: Government Response in 2026
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The Government of India has significantly expanded its protective infrastructure for
overseas workers in the 2022—-2026 period. Understanding what is available — and what

its limitations are — is part of the knowledge every worker and family needs.

Government Tool / Initiative

Function and Limitations

eMigrate System
(emigrate.gov.in)

MADAD Portal
(madad.gov.in)

MEA Helpline 1800-11-3090

Pravasi Bharatiya Sahayata

Kendra (PBSK)

CICC Enforcement (Canada)

Open Work Permit —
Vulnerable Workers (Canada)

Trafficking Act 2021 (India)

dreamvisas.com

Mandatory pre-departure clearance for ECR passport
holders going to 18 ECR countries. Public searchable
database of all licensed Recruitment Agents (RAS).
Limitation: covers ECR countries and registered agents
only. Workers going to non-ECR destinations or using
unregistered agents fall outside the system's protection.

Dedicated overseas distress complaint platform monitored
by Indian Embassies globally. Priority cases receive
expedited Embassy response. Limitation: resolution speed
varies significantly by Embassy capacity and the severity
and documentation of the complaint.

24/7 toll-free helpline for Indians in distress abroad. Can
initiate Embassy welfare checks and fast-track MADAD
cases. Limitation: the helpline can escalate and facilitate —
it cannot physically intervene from India.

Government-funded shelter and repatriation coordination
centres in UAE, Saudi Arabia, Kuwait, Bahrain, and Oman.
Provides food, accommodation, legal aid, and repatriation
logistics. Limitation: only available in specific Gulf cities.

The College of Immigration and Citizenship Consultants has
shut down 5,000+ unauthorised immigration pages and
actively prosecutes unlicensed practitioners. Limitation:
enforcement is reactive — new fraudulent pages appear
faster than they can be removed.

Allows foreign workers experiencing employer exploitation
or abuse in Canada to change employers while their
complaint is processed. Transformational protection for
workers on closed work permits. Limitation: requires the
worker to be able to file an application independently.

Creates criminal liability for labour traffickers with penalties
up to 7 years imprisonment (10 for repeat). Victim
compensation mandated from perpetrators. Limitation:
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prosecution requires the victim to report, testify, and
cooperate — which many are afraid to do.

? FREQUENTLY ASKED QUESTIONS

Q: How do | file a complaint if | have been defrauded by an overseas recruitment
agent?

A: Register your complaint on the MADAD portal at madad.gov.in with all available
documentation: the job offer letter, all payment receipts, the agent's contact details, and copies
of all communications. Simultaneously file an FIR at your nearest police station under IPC
Sections 420 (cheating) and 406 (criminal breach of trust), and under the Emigration Act 1983 if
the agent was operating illegally. If the agent was registered on eMigrate, the Protector of
Emigrants can initiate proceedings against their government bond.

Q: Is 16,127 really the full number of victims?

A: No — it is the number of formal complaints to two specific government portals. Researchers
consistently estimate that official complaint rates represent 10-20% of actual victimisation in
overseas labour exploitation. The real number of Indian workers defrauded in overseas
recruitment in that 22-month period is likely 80,000 to 100,000 or more.

Q: Can family members file complaints on behalf of a stranded worker?

A: Yes. Family members can register MADAD complaints using whatever information they have
about the worker, the agent, and the employer. They can file FIRs against the recruiting agent in
India. The Indian Embassy in the destination country will investigate based on whatever
information is provided. More information means faster response, but a complaint with partial
information is still a complaint worth filing.

Q: Does the MEA helpline actually help, or is it just a call center?

A: MEA 1800-11-3090 is a genuine intervention mechanism, not just a recording. Calls are
monitored and routed to relevant Embassy consular officers. The helpline can initiate Embassy
welfare checks, escalate MADAD cases to priority status, and in active crisis situations coordinate
with the Pravasi Bharatiya Sahayata Kendra for immediate assistance. Its limitation is that it
facilitates intervention — it cannot physically reach someone. The Embassy in the destination
country is the physical intervention arm.

Q: Are there any states in India where overseas job fraud is particularly common?

A: Fraud victimisation is concentrated in states with high overseas work migration rates: Kerala,
Tamil Nadu, Andhra Pradesh, Telangana, Punjab, Haryana, Uttar Pradesh, Bihar, Jharkhand,
and West Bengal. These states also have the highest concentrations of unregistered agents.
However, fraud has been documented from every state in India — no community is immune.
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CHAPTER 2

THE SAFEJOB FRAMEWORK™: 7 STEPS THAT COULD SAVE YOUR
LIFE

Rajan was a 32-year-old welder from Ludhiana. He had been offered $45 per
hour for a welding contract with a manufacturing company in Ontario, Canada.
The recruiting agent had a professional office in Chandigarh, the offer letter
looked genuine, and three other men from his neighbourhood were going through
the same process. The agent wanted 3.2 lakhs upfront for LMIA processing and
work permit fees. Rajan's cousin had gone through a legitimate Canadian work
permit process the previous year — legitimately, through a registered RCIC, with
zero fees to the worker. The contrast made Rajan pause. He applied the
SAFEJOB Framework. Step A: he found the Canadian company's website and
emailed their HR department directly. Their response arrived in 18 hours: they
had no knowledge of the recruiting agent and had never issued any offer letter.
Rajan did not pay. He did not travel. He lost nothing. The verification had taken
less than two hours.

The SAFEJOB Framework™ is a 7-step, sequential verification system designed to catch
overseas job fraud before it costs money, freedom, or safety. It works for any job offer,
any destination country, and any category of worker. It is free — every step uses official
government portals that are publicly accessible at no cost. It requires no professional
expertise — every step can be completed by any literate adult with internet access. And
it consistently works, because every major category of overseas job fraud fails at least
one of its seven checks.

The framework was not designed in a workshop or derived from a theoretical model. It
was built from practice — from 25 years of seeing which specific verification steps would
have prevented which specific cases of fraud that clients brought to me after the damage
was done. Every step in the framework corresponds to a real error that real workers made
before they came to me. If Step A had been applied in the case of those 89 nurses from
Tamil Nadu, 89 ¥8-10 lakh losses would have been prevented. If Step F had been
understood by the IT professionals who paid %8 lakhs for "guaranteed Canadian LMIA
letters,” they would be richer today. The framework is built from those failures, so that you
do not have to repeat them.

52 SAFEJOB FRAMEWORK™ — COMPLETE BEFORE ANY PAYMENT OR

COMMITMENT

This system works for ANY job offer to ANY country.
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Complete all 7 steps BEFORE paying any fee or signing any contract.

It is free. It uses only official government portals.

It takes under 2 hours if all checks flow smoothly.

Allow 48 hours for employer response in Step A — this is the minimum.

If you cannot complete a verification step, treat it as a FAILED check.

Two or more failed checks: stop and seek independent legal advice before proceeding.

What This Step Requires You to Do

Sl Scan Agent

Ask HR
A Directly

F Financial Red
Flags

Emigration
E Check

NEl Job Contract

dreamvisas.com

Go to emigrate.gov.in. Search Registered Recruiting Agent by RA
number AND by company name. Verify the registered address
matches where you physically met the agent. Check licence is
current — not expired or suspended. An unregistered agent cannot
legally send you abroad and has no government bond to cover your
losses.

Using only contact details found on the employer's OFFICIAL
corporate website (not from the offer letter), email or call HR and
ask: "l received an offer letter from [agent]. Can you confirm this is
genuine?" A real employer answers in 48 hours. A ghost employer
has no HR to answer.

Zero payment for any job, LMIA, visa, permit, or documentation. This
rule applies in Canada, UAE, Australia, Germany, UK — every
legitimate destination. Any fee demanded from a worker — at any
stage, regardless of how it is described — is a red flag. The fee
escalation pattern: small file fee — LMIA fee — visa fee —
complication fee — total loss.

If your passport shows ECR, you must obtain Emigration Clearance
Certificate (ECC) from eMigrate before travelling to any of 18 ECR-
designated countries for work. The clearance is tied to your specific
job and employer. Agents who skip this step are either uninformed
or deliberately creating irregular migration — which means
deportation risk for you.

Get a signed employment contract BEFORE any payment and
BEFORE the flight. It must specify: exact job title, salary in local
currency, working hours, overtime rate, accommodation, leave,
repatriation. Vague terms like "as per company policy" are not
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What This Step Requires You to Do

contract terms — they are traps. Photograph the contract. Leave a
copy in the Blue Folder.

Before you board, save these numbers: MEA Helpline 1800-11-3090
(2477, toll-free). Indian Embassy emergency number for your

(H);T;Iliiles destination country. MADAD portal: madad.gov.in. These numbers
must be in your phone and written in the Blue Folder BEFORE
departure — not searched for after something goes wrong.

Prepare a physical folder with: passport photocopy (all pages),
signed contract, agent RA number and registered address, employer
official address and HR contact, first accommodation address

Backup Plan

abroad, all payment receipts, Embassy emergency number. Leave
it with a trusted family member with instructions: "If | am unreachable
for 72 hours without explanation, contact the Embassy and file
MADAD."

(Blue Folder)

2.1 S — Scan Agent: Why the eMigrate Check Must Come First

The Scan Agent step is first because it is the fastest filter and because its result conditions
everything that follows. If the agent is not registered on eMigrate, the verification process
does not continue — you stop, you do not pay, and you report the unregistered agent.
Every other step in the framework assumes a registered agent as the baseline.

The eMigrate verification process has five components, not one. Most workers who
attempt this step check only whether the RA number exists. That single check is not
sufficient, because the most common eMigrate evasion technique is the copied RA
number — a fraudster copies a legitimate agent's RA number onto their own letterhead.
The RA number exists in the database, but it belongs to someone else. The five-
component check catches this:

1. Go to emigrate.gov.in and navigate to "Search Registered Recruiting Agent."

2. Enter the company NAME (not just the RA number) and search. If the company
name does not appear in the results, the RA number on the letterhead belongs to a
different company.

3. When you find the record, confirm the REGISTERED ADDRESS shown on
eMigrate matches the physical address of the office where you met or will meet the
agent. A Delhi-registered RA number appearing on a Hyderabad office letterhead is
automatic fraud.
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4. Confirm the LICENCE EXPIRY DATE. An expired licence is an invalid licence. The
agent may have been legitimate in the past but is currently unlicensed.

5. Check for any SUSPENSION or BLACKLISTING notices on the agent's eMigrate
record. These are publicly visible.

If all five components check out — company name matches, registered address matches,
licence is current, no suspension — you have a baseline of legitimacy for the agent. This
does not mean the specific job offer is real. It means the agent is legally licensed to
operate. Step A then verifies the job.

CASE STUDY: The Copied RA Number — Hyderabad, 2025

Situation: A construction worker paid 4.8 lakhs to an agent with a professional Hyderabad
office. The offer letter showed RA number RA-2019-089-HRD.

The fraud: RA number RA-2019-089-HRD belongs to a legitimate, registered agent in Delhi.
The Hyderabad agent had printed it on his letterhead after finding it on a job board.

How eMigrate deep-check would have caught it: The registered address on eMigrate for that
RA number is in Connaught Place, New Delhi — not Hyderabad. A 4-minute check would
have revealed the mismatch.

What happened: Worker paid %4.8 lakhs. Agent vanished. FIR filed in Hyderabad. Agent
traced to Bengaluru 4 months later by the Economic Offences Wing.

SAFEJOB step that prevents this: S — verify company name AND registered address, not
just RA number.

2.2 A — Ask HR Directly: The Step That Stops 40% of All Fraud

Step A is the single most powerful check in the SAFEJOB Framework, and it is
consistently the step most workers skip — because it feels presumptuous, because the
agent has been convincing, and because they do not want to find a reason to question
an exciting opportunity. This is precisely the psychological state the fraud exploits. Step
A removes the human reluctance from the equation by making direct employer contact a
non-negotiable protocol, not a choice.

The underlying logic is simple: most overseas job offer fraud uses real company names
on fabricated documents. The company exists. The job description sounds plausible for
that company. But the "recruiting agent” has no relationship with the company and no
authority to place workers there. The fee goes to the fraudster. The company has never
heard of the arrangement. Direct contact with the company's HR — using contact details
obtained independently from the company's official website — exposes this instantly.

The protocol for Step A is precise and must be followed exactly:

dreamvisas.com © 2026 Manoj Palwe / Taurus Infotek. All rights reserved. 21



Overseas Job Fraud — The Indian Worker's Complete Protection Guide 2026

Manoj Palwe, RCIC R422575

. Take the company name from the offer letter.

. Open a fresh browser and search: "[Company name] + [city/country] + official
website." Navigate to the company's corporate website by clicking on their official
domain — not a third-party directory, not a LinkedIn page, not a news article. The
official corporate website.

. On the official website, find the HR, Careers, or Contact section. Note the emaiil
address and phone number listed there.

. Send an email from your own personal email account (not via the agent) to the
official HR email: "Dear HR Team, | have received an employment offer letter dated
[date] purportedly from [Company Name], signed by [name on letter], sent through a
recruitment agency called [agent name]. Could you please confirm whether this
offer letter is genuine and issued by your organisation? | would be grateful for your

confirmation before proceeding.”

10. If you also have a phone number from the official website, call and make the

same inquiry.

11. Wait 48 hours. A legitimate employer will respond. If they confirm: the offer is real
— continue with Steps F through B. If they deny or cannot find any record: the offer

is fraudulent. Stop immediately.

Important note on the 48-hour wait: fraudulent agents frequently apply intense urgency
pressure precisely at this point. "The visa submission deadline is tomorrow." "Another
candidate will take your slot if you don't pay today." "The company cannot wait for you to
verify." This pressure is the tell. A real employer with a real job offer does not lose a good
candidate because that candidate wanted 48 hours to verify the offer's authenticity. The

urgency is manufactured to prevent verification.

X MYTH FACT

If the company name is real and the
letterhead looks authentic, the offer must be
genuine.

A job listing on LinkedIn, Naukri, Indeed, or
Facebook is verified and legitimate.

dreamvisas.com

Fraudsters routinely use real company
names on fabricated offer letters. Producing
a convincing fake offer letter costs under
500 and takes less than 30 minutes with
word processing software. The appearance
of a document proves nothing about its
authenticity.

Job portals are advertising platforms, not
regulatory agencies. They carry millions of
genuine listings and thousands of fraudulent
ones. Platform presence provides zero
verification of a specific offer's legitimacy.
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The agent is registered on eMigrate — A registered agent can still present

therefore the job offer must also be real. fraudulent job offers. eMigrate registration
confirms the agent holds a valid licence. It
does not confirm that this specific job with
this specific employer is genuine. Both
checks are independently necessary.

If the agent shows me photos and videos of Photos and videos of real workplaces are

the workplace, the job is real. freely available online and can be
incorporated into fraudulent pitch materials
with no effort. Visual "evidence" of the
workplace is not verification of employment.

| cannot contact the employer directly — itis It is entirely professional to independently

not professional to bypass the agent. verify a job offer before committing significant
money and your future to it. Any legitimate
employer will understand and respect this.
Any agent who tells you that direct employer
contact is "not allowed" or "unprofessional” is
blocking verification because their offer will
not survive it.

2.3 F—Financial Red Flags: The Zero-Fee Rule and How Fraud Escalates

The Financial Red Flags step is built on a single foundational rule that has no exceptions
in any legitimate destination country: no employer, recruitment agent, immigration
consultant, or any other party charges the worker for job placement, visa processing,
LMIA applications, work permit fees, skills assessments, or any other step in the overseas
employment process. In every legitimate system — Canadian, Australian, German, UAE,
UK — these costs are borne entirely by the employer.

This rule is not a general guideline. It is law. In Canada, charging workers for recruitment
is a federal offence under IRCC regulations. In Australia, it violates Section 245AR of the
Migration Act 1958. In the UAE, it violates Federal Decree-Law No. 33/2021. In Germany,
it violates the Skilled Immigration Act 2023. In the UK, it violates the Gangmasters and
Labour Abuse Authority Act 2004. Every legitimate destination country has made worker-
paid recruitment fees illegal. An agent who charges you is operating illegally regardless
of which country's law you apply.

& THE ZERO-FEE RULE — NO EXCEPTIONS, ANYWHERE

CANADA: Charging workers for recruitment is a federal offence under IRCC regulations.
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AUSTRALIA: Worker-paid recruitment fees are illegal under Migration Act 1958 Section
245AR.

UAE: Recruitment fees cannot be charged to workers under Federal Decree-Law No.
33/2021.

GERMANY: Charging internationally recruited workers for placement violates Skilled
Immigration Act 2023.

UK: Worker recruitment fees prohibited under Gangmasters & Labour Abuse Authority Act
2004.

SAUDI ARABIA: Worker-paid fees violate the Saudi Labour Law and kafala reform decrees.

INDIA: Legitimate RAs are paid exclusively by employers. Worker fees violate the
Emigration Act 1983.

IF ANYONE CHARGES YOU FOR: a job, LMIA, visa, permit, assessment, or
"documentation” — THAT IS FRAUD.

No amount is too small to be suspicious. A ¥5,000 "file fee" is the opening move of a %5 lakh
loss.

Understanding the fee escalation pattern is critical because fraudulent fee extraction is
rarely a single large demand. It is a sequence of progressively larger demands, each
justified by a new "requirement" that was not mentioned at the start. Recognising the
pattern at the first demand prevents the full loss.

The typical escalation sequence unfolds like this: First contact — "No fee. We just need
your documents to process the application." Second contact — "There is a small 215,000
file registration fee to hold your application slot." Third contact — "The employer requires
%75,000 for the LMIA application to ESDC — this is the government fee." Fourth contact
— "The work permit fees have increased — %2.8 lakhs needed before the submission
deadline." Fifth contact — "There has been a complication with your documents — 3.5
more lakhs to resolve it or you lose everything you have already paid." By this fifth contact,
the victim has paid %7 lakhs or more and the sunk-cost psychology makes each refusal
feel like throwing away what has already been paid. This is designed deliberately.

The rule is: stop at any fee demand. Not at the fifth one. Not at the third one. At the first
one. The moment any agent, consultant, or intermediary asks you to pay for anything
related to the job placement, visa, or permit — stop, do not pay, and verify independently
before reconsidering.
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2.4 E — Emigration Check: The ECR System Explained Fully

India's passport system includes two designations that determine whether a worker needs
government clearance before travelling abroad for employment. Every Indian worker
needs to understand which category they fall under and what it means.

An ECR (Emigration Check Required) passport is issued to holders who have not
completed the Class X (matriculation) board examination or who do not hold any formal
post-secondary qualification. The ECR designation appears on the biographical data
page of the passport. An ECNR (Emigration Check Not Required) passport is issued to
holders who have completed at least the Class X examination or hold a degree, diploma,
or equivalent qualification.

Question Answer

Which countries are ECR- Saudi Arabia, UAE, Qatar, Bahrain, Kuwait, Oman,

designated? Malaysia, Thailand, Indonesia, Libya, Jordan, Yemen,
Sudan, Afghanistan, Syria, Lebanon, Iraq, and Brunei
Darussalam — 18 countries in total.

What clearance is required? An Emigration Clearance Certificate (ECC) issued through
the eMigrate portal before departure. The ECC is tied to the
specific employer and job offer. Your registered RA applies
for it on your behalf through eMigrate.

What happens if | travel The airline may deny boarding — many Gulf carriers check

without clearance? eMigrate clearance status at check-in. If you somehow
board and arrive, you may be detained and deported at the
destination country's immigration. You face potential legal
penalties under the Emigration Act 1983.

My agent says ECR If your passport says ECR and your destination is one of the
clearance is not needed for 18 ECR countries and you are going for employment —
this job. Is that correct? clearance is legally mandatory. An agent who tells you

otherwise is either uninformed (and should not be placing
you abroad) or deliberately helping you travel irregularly,
which exposes you to deportation.

How do | upgrade from ECR By completing the Class X board examination, or by

to ECNR status? obtaining any formal degree or diploma of 3 years or more.
Apply for a new passport at your Passport Seva Kendra with
the relevant qualification certificate.

| have an ECNR passport — ECNR passport holders do not need ECR clearance.
does this step apply to me? However, verifying that the visa category is appropriate for
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the type of work you are going to do remains critical — that
is covered in Chapter 3 (Visa Bait-and-Switch fraud).

2.5 J — Job Contract: Every Term That Must Be Specified

The Job Contract step is built on a principle that sounds obvious but is violated in the
majority of overseas job fraud cases: a verbal promise has no legal force in a foreign
jurisdiction. When you arrive in another country and your employer presents different
terms than what you were verbally told in India, the only document that matters is the
signed written contract. If your signed contract says "accommodation as per company
policy" and the employer's "policy" turns out to be a 20-person dormitory, you have no
legal recourse. You signed the vague contract.

The employment contract you sign before departure must contain specific terms — not
references to "policy," not vague commitments to "discuss," not promises that "everything
will be fine." Specific numbers, specific descriptions, specific commitments that can be
measured and enforced. Here is the complete list of terms that must be explicit:

« Job Title and Description: The exact title and a clear description of duties —
matched word for word to what was advertised. "Welder" is not sufficient if the
advertised role was "Senior TIG Welder at [specific plant]."

« Salary: Monthly gross salary in the local currency of the destination country. Also
include the INR equivalent at the current exchange rate for your reference. If there
is a probation period with a different rate, specify both clearly.

» Working Hours: Standard hours per day, days per week. Maximum overtime hours
permitted per week. Overtime compensation rate — must be at least 1.5x the
regular rate in most jurisdictions.

« Accommodation: Exactly what is provided — employer-provided private room,
shared accommodation with allowance, or entirely self-arranged. If shared,
maximum number of occupants. If allowance, the monthly amount in local currency.

» Meals: Employer-provided meals, or meal allowance per month in local currency.

* Annual Leave: Number of paid leave days per calendar year. When they accrue
and when they can be taken.

» Contract Duration: Fixed-term (specify start and end date) or open-ended with
notice period.

* Probation Period: Duration, and any difference in terms during probation.

* Notice Period: Both sides — how much notice you must give to resign, how much
notice the employer must give to terminate.

* Repatriation: Who pays for the return flight to India at the end of the contract. What
happens if the contract ends early due to employer action.
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» Dispute Resolution: Which country's law governs the contract. This matters
enormously for any future legal action.

The most dangerous phrase in any overseas work contract is "as per company policy"
substituted for any of these specifics. This phrase creates a blank cheque that the
employer fills in after you arrive. Refuse to sign any contract where salary,
accommodation, working hours, or any other key term is described as "as per company
policy" rather than with specific numbers.

JOB CONTRACT VERIFICATION CHECKLIST — BEFORE SIGNING

Job title in contract matches the advertisement and offer letter exactly

Salary is a specific number in local currency — not "as per company policy"
Working hours are specified — not "as required" or "as per operational needs"
Overtime rate is specified as a multiple of regular pay

Accommodation is described specifically — type, occupancy, or cash allowance amount
Annual leave days are a specific number

Contract duration and/or notice period is stated

Return flight provision is clearly addressed

The contract is in English AND the destination country's official language

Both you and your employer have signed and dated the contract

You have received your own original or certified copy

You have photographed all pages

o o o o o o o o o o o o o

A copy is in the Blue Folder at home before departure

2.6 O — Official Helplines: Save These Before You Board

Step O requires one specific action before your flight departs: save the MEA helpline and
your destination country's Indian Embassy emergency number in your phone. Not when
you arrive. Not if something goes wrong. Before you board.

Workers in distress abroad consistently lose 12 to 48 critical hours because they do not
have the right numbers and must search for them using a phone they may not have full
control over, in a country whose internet they may not be able to access freely, in a
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language they may not be fluent in. Saving the numbers before departure costs nothing
and takes 90 seconds. Not having them when you need them can cost everything.

Authority / Contact

MEA Helpline (India, 24/7,
toll-free)

MEA from abroad
MADAD Complaint Portal

Indian Embassy — UAE (Abu
Dhabi)

Indian Consulate — Dubai

Indian Embassy — Saudi
Arabia

Indian Embassy — Qatar
Indian Embassy — Kuwait
Indian Embassy — Oman
Indian Embassy — Canada
Indian Embassy — Germany
Indian Embassy — Australia
Indian Embassy — UK

Indian Embassy — Thailand
Indian Embassy — Cambodia
Indian Embassy — Myanmar

National Cyber Crime (India)

‘ Number / Portal

1800-11-3090

+91-11-2301-7905
madad.gov.in

+ 971-2-449-2700

+ 971-4-397-1222

+ 966-11-488-8000

+ 974-4-425-5777
+ 965-2-253-3600
+ 968-2468-1000
+ 1-613-744-3751
+ 49-30-2579580
+ 61-2-6273-3999
+ 44-20-7632-3149
+ 66-2-258-0300

+ 855-23-210-912
+ 95-1-229-714

1930 | cybercrime.gov.in

2.7 B — Backup Plan: The Blue Folder Protocol in Detail

The Blue Folder Protocol is named for the physical folder that every departing worker
should leave with a trusted family member. The colour does not matter. The contents do.
In my practice, the speed of Embassy intervention and complaint resolution is almost
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directly correlated with the quality of documentation available to the family when
something goes wrong. Workers with a completed Blue Folder at home get faster help.
Workers without one create critical delays while families try to reconstruct information
from memory.

The Blue Folder must be assembled before the flight departs — not during packing, not
at the airport, but at least 72 hours before departure so there is time to identify and fill any
gaps. It must contain:

» Complete photocopy of every page of the passport — including blank pages, the
ECR/ECNR designation, and any existing visas

* The signed employment contract — all pages

* The agent's full legal name, company name, RA registration number (verified on
eMigrate), registered office address, and at least two phone numbers

» The employer's official registered name, physical address in the destination country,
HR department email address, and HR phone number — obtained from the
employer's corporate website, not from the offer letter

* The first accommodation address abroad — even if temporary, even if it is an arrival
hotel for the first night

» All payment receipts — every rupee paid to every party at every stage
* The Indian Embassy emergency phone number for the destination country
* The MEA helpline: 1800-11-3090

+ A dated, signed note from the worker: "If | am unreachable for 72 consecutive hours
without prior explanation, please contact the Indian Embassy at [Embassy number],
file a MADAD complaint at madad.gov.in with these documents, and file an FIR
against the recruiting agent at [local police station name]."

The 72-hour threshold in that note is not arbitrary. Normal communication disruptions —
flight delays, SIM card activation issues, time zone adjustment, exhaustion on arrival —
explain communication gaps of up to 24 hours. A 48-hour gap without any contact is
unusual and warrants escalation. A 72-hour complete silence without prior warning is a
crisis signal.

WHICH SAFEJOB STEPS DOES THIS CHAPTER STRENGTHEN?

S: You have the 5-component eMigrate verification process — not just the RA number.
A: You have the 6-step employer contact protocol and the 48-hour rule.
F: You understand the Zero-Fee Rule and the fee escalation pattern.

E: You know the ECR/ECNR system and when clearance is legally mandatory.
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J: You have the 13-point contract verification checklist.
O: All key helpline numbers are listed for saving to your phone today.

B: You know exactly what the Blue Folder must contain before departure.

? FREQUENTLY ASKED QUESTIONS

Q: How long does the complete SAFEJOB Framework take to run?

A: Under 2 hours if all checks flow without complication. The rate-limiting step is A — direct
employer contact — where you must allow 48 hours for a response. Start Steps S and A on the
day you receive the offer. Run F, E, J, and O during those 48 hours. Finalise B after you receive
the employer's confirmation. The framework fits entirely within the 48-hour window of the 48-hour
rule.

Q: What if the employer says they do not work through any recruiting agent — does
that mean the offer is fake?

A: Not necessarily. It means the specific agent who presented the offer to you is not the employer's
authorised representative. Ask the employer directly whether they would like to employ you,
bypassing the agent. If yes, you can proceed without the agent. If no — the offer was fabricated.

Q: The agent says eMigrate is only required for Gulf country placements. Is that true?

A: No. The Recruiting Agent licence under the Emigration Act 1983 is required for all overseas
job placements, not just ECR-country placements. Every RA must be registered on eMigrate
regardless of their destination countries. Use eMigrate to verify all agents for all destinations.

Q: lam ECNR — does the SAFEJOB Framework still apply to me?

A: Yes. Every step applies to ECNR passport holders except the formal ECR clearance
requirement in Step E. You still need to verify the agent (S), contact the employer directly (A),
refuse to pay fees (F), verify the contract (J), save helplines (O), and prepare the Blue Folder (B).
ECNR status does not reduce your fraud exposure — it only changes the pre-departure
documentation requirement.

Q: Can | use a WhatsApp message from the employer as confirmation for Step A?
A: No. WhatsApp accounts can be created with any name and any profile picture. A WhatsApp
message is not corporate communication. Confirmation must come from an official corporate
email domain — @[companyname].com or equivalent — in response to an email sent to a contact
address found on the company's official website. Anything else can be fabricated in minutes.

dreamvisas.com © 2026 Manoj Palwe / Taurus Infotek. All rights reserved. 30



Overseas Job Fraud — The Indian Worker's Complete Protection Guide 2026 Manoj Palwe, RCIC R422575

CHAPTER 3

12 TYPES OF OVERSEAS JOB FRAUD TARGETING INDIAN
WORKERS

Suresh from Ludhiana was a 28-year-old with a diploma in computer networking.
He was offered a "data entry and online customer support” position in Thailand
at USD 3,000 per month — more than he had ever earned in India. The recruiter
was professional, the company name checked out on a basic Google search,
and two people he knew slightly had "gone the same route." When Suresh arrived
in Bangkok, a car took him not to an office but to a guarded compound near the
Myanmar border. There were 200 other workers — Indians, Bangladeshis,
Chinese, Filipinos. Their phones were taken. They were given scripts to run
cryptocurrency investment scams and romance fraud on victims across the
world. Guards watched the exits. Suresh spent four months there before a family
complaint through MADAD triggered an Indian Embassy extraction. The
psychological damage outlasted the physical ordeal.

Not all overseas job fraud looks the same. The category Suresh experienced — the cyber
scam compound — did not exist as a significant fraud type ten years ago. Every year
brings new variants, new technical approaches, new psychological manipulation tactics.
After 25 years in practice and tracking fraud patterns systematically since 2018, | have
identified 12 distinct fraud archetypes that account for the overwhelming majority of cases
involving Indian workers. Understanding each one gives you the pattern recognition ability
to identify fraud in its early stages — before you pay, before you travel, before the damage
is done.

TYPE 1: The Ghost Employer

The Ghost Employer is the most common fraud type and the foundation on which most
other frauds are built. A real company name — or a plausibly invented one — is used on
a professionally produced offer letter. The company either does not exist in the way
described, exists but never issued the offer, or exists and the "agent" has no relationship
with it whatsoever.

There are three common variants. In the first, the company is entirely fictitious — a name
invented by the fraudster, sometimes with a registered-looking website that is itself fake.
In the second, the company is real and well-known, but the offer letter was fabricated by
the fraudster using the company's letterhead design obtained from publicly available

dreamvisas.com © 2026 Manoj Palwe / Taurus Infotek. All rights reserved. 31



Overseas Job Fraud — The Indian Worker's Complete Protection Guide 2026 Manoj Palwe, RCIC R422575

documents. In the third and most sophisticated variant, the company is real, has actually
been hiring, and the fraudster operates as a parallel "agent" charging fees for placements
that the company itself arranges free of charge through its official recruitment channels.

PP GHOST EMPLOYER RED FLAGS

« Offer letter email domain does not match the company's verified official website exactly
* HR contact communicates only via WhatsApp or a personal Gmail/Yahoo account

* The company's address on the offer letter does not appear on the company's official
website

* The interviewer cannot answer specific operational questions about the company's work

* The job was never listed on the company's official careers page or Linkedln company
profile

* Agent becomes evasive, defensive, or aggressive when you ask to contact the employer
directly

* The offer arrived unsolicited, with no prior application by you to this company

TYPE 2: The Visa Bait-and-Switch

In this fraud, the worker is promised a proper work visa — the correct category for the
role — but arrives on a tourist, visit, student, or business visa. The employment is then
informal, illegal, and entirely at the employer's mercy. The worker has no employment
rights because their visa category does not permit the work being performed. The
employer holds the threat of immigration enforcement as the ultimate control tool: "Work
quietly or I will report you to immigration.”

This fraud is particularly prevalent in Gulf country hospitality and domestic work
recruitment, where the promised role — "hotel housekeeping supervisor,” "restaurant
chef* — is replaced by informal domestic placement that the employer arranges outside
of proper employment channels to avoid paying full MOHRE-registered wages.

CASE STUDY: The Tourist Visa Hotel Switch — Tamil Nadu, 2025

Scenario: 31 hospitality workers from Tamil Nadu paid 2.5 lakhs each for "hospitality visas"
to Dubai hotel chains.

Reality: All 31 arrived on 90-day tourist visas. There was no hotel placement — they were
directed to a cleaning subcontractor operating entirely informally.
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Their legal situation: Illegal workers with no employment protections, no right to complain to
UAE MOHRE, and daily deportation risk.

Prevention — Step E: eMigrate emigration clearance is only granted when a proper work
visa has been applied for. A tourist visa used for employment would have been inconsistent
with any eMigrate clearance — the mismatch would have been visible before departure.

Outcome: 19 self-repatriated at personal cost. 7 deported by UAE immigration. 5 remained
in distress for months.

TYPE 3: The LMIA Scam (Canada-Specific)

The Labour Market Impact Assessment is a genuine Canadian government document —
issued by Employment and Social Development Canada (ESDC) — that confirms no
available Canadian worker could fill a specific position, allowing an employer to hire a
foreign worker. Real LMIAs exist and are issued every day. The fraud is in the claim that
an LMIA can be purchased, brokered, or guaranteed by a third party.

LMIAs are issued by ESDC directly to the employer. They are not issued to workers, not
issued to agents, and cannot be sold or transferred. An agent who claims to "have an
LMIA ready" for a worker, or to "know how to get" an LMIA for a fee, is describing
something that does not legally exist. The most common version of this fraud in 2025—
2026 involves agents selling printed documents that look like LMIA approval letters but
have fabricated ESDC reference numbers that fail when verified.

& CANADA LMIA FRAUD — THE MOST EXPENSIVE SCAM

* Fraudsters charge ¥5-15 lakhs for "guaranteed LMIA letters" and "confirmed job offers with
LMIA"

* Areal LMIA is issued by ESDC to the EMPLOYER — not purchased by the worker from an
agent

* Every genuine LMIA has a unique 9-digit ESDC confirmation number — verifiable by
calling ESDC: 1-800-367-5693

» Fake LMIAs show fabricated numbers that return no record when checked with ESDC

» With IRCC restricting LMIA issuances in several high-wage categories in 2025-2026, any
"easy LMIA" offer is MORE suspicious, not more credible

* LMIA-exempt pathways (IEC, open work permits, some ICT transfers) NEVER required an
LMIA — an agent claiming to provide one for these categories is automatically fraudulent
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TYPE 4: The Southeast Asia Cyber Scam Compound

This is the most dangerous fraud category of 2025-2026 — the only category where the
risk is not just financial but physical, involving forced labour, criminal coercion, and in
some cases severe violence. It must be treated as a standalone emergency risk by any
Indian worker receiving a job offer from Cambodia, Myanmar, Thailand border areas, or
Laos.

The recruitment pipeline for cyber scam compounds is sophisticated and designed
specifically to pass initial scrutiny. Job advertisements appear on LinkedIn, Indeed,
Naukri, and Facebook — real platforms, real-looking listings. The role descriptions are
plausible: "online customer service representative,” "digital marketing executive,"
"Investment advisory associate." Salaries are exceptional — USD 2,000 to 5,000 per
month for work that appears to require only basic English and computer skills. The
recruiter is professional and responsive. The onboarding process seems smooth: visa
arranged, flights provided, accommodation promised.

The reality on arrival: the worker is taken to a guarded compound in a border zone where
local law enforcement presence is limited. Passports are confiscated on entry. Workers
are given scripts for online fraud operations — cryptocurrency investment scams,
romance fraud, phishing, fake trading platforms. The work is 12 to 18 hours daily. Workers
who refuse or underperform face financial penalties, physical coercion, or sale to other
compound operators. Communication with the outside world is restricted or monitored.

The Indian government rescued 6,700+ Indians from these compounds in 2024-2025
alone. The actual number of Indians trapped in these operations at any given time is
estimated to be significantly higher. The rescue process takes weeks to months, during
which workers remain in dangerous conditions.

& CYBER SCAM COMPOUND — EVERY RED FLAG IS AN EMERGENCY

SIGNAL

+ Job location is in or near Myanmar (Myawaddy area), Cambodia (Sihanoukville), Thailand
border zones, or Laos

* Role is "online customer service," "digital marketing," "investment advisory," "data entry" at
unusually high salary

« Salary offer is USD 2,000-5,000/month for a role requiring only basic computer skills

* Recruiter arranges all travel and accommodation — unusually smooth, no questions, no
official hiring process

* You are told communication with family will be limited "during the orientation period"
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» The "opportunity" was presented urgently: "we need someone this week"
* Interview was brief and conducted only on WhatsApp — no formal HR process
IF YOU HAVE ALREADY ARRIVED AND SUSPECT THIS SITUATION:

— Contact Indian Embassy Thailand: +66-2-258-0300

— Contact Indian Embassy Cambodia: +855-23-210-912

— Contact Indian Embassy Myanmar: +95-1-229-714

TYPE 5: The Salary Fraud and Contract Substitution

The worker receives a written contract in India showing a clear salary — say, AED 3,500
per month as a construction supervisor in Dubai. On arrival, the employer produces a
different contract: AED 1,800 per month, with a different job title, citing "local market
adjustment” or "probationary rate." The worker is now in the destination country with a
used flight ticket, documents either held or in process, accommodation conditional on the
employment, and no immediate way home. The employer applies calculated pressure:
"Sign this or leave — but leaving means no return ticket and no accommaodation tonight."

This fraud is sometimes called contract substitution and is one of the most systematically
practised forms of overseas employment fraud in Gulf country recruitment. The employer
often plans the substitution from the start — offering attractive terms in India to secure
the worker's arrival, then leveraging the worker's vulnerable position on arrival to extract
compliance with reduced terms. Prevention: Step J requires the signed contract from
India, and the January 2026 Embassy contract registration requirement for domestic
workers creates a formal record that cannot be substituted.

TYPE 6: The Kafala Recruitment Fraud

Kafala (Arabic: sponsorship) is the immigration system that governs migrant worker status
in Gulf countries. A worker's visa and legal status are tied to a specific sponsor-employer
(kafeel). Traditional kafala created a structural power imbalance in which the worker could
not change employers, exit the country, or renew their residence without the kafeel's
consent. While 2020-2021 reforms have modified kafala in Saudi Arabia, UAE, Qatar,
and Bahrain, implementation is uneven — particularly for domestic workers who remain
partially or fully outside the reformed system.

The specific fraud pattern exploiting kafala involves domestic workers who are promised
a specific household employer at agreed terms. On arrival, the kafeel — who is actually
a labour broker rather than the end employer — immediately sublets the worker to multiple
households, collecting the full contracted wage from each household and paying the
worker a fraction. The worker, bound by kafala to the broker-kafeel, has no legal
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mechanism to change employers during the initial period without the kafeel's cooperation.
Passport confiscation, while illegal, is routine in these arrangements.

TYPE 7: The Skills Upgrade Scam

This fraud extracts money under the cover of a legitimate pre-employment requirement.
The worker is told that a specific certification is mandatory before they can take up the
job — an approved welding certificate, an IELTS or German language score, a trade
licence, an industry-specific safety certification. They are directed to a specific training
provider — often operated by or affiliated with the agent — and charged 50,000 to %2
lakhs for the programme. After completing the training, the job is unavailable: "the position
has been filled,” "the company's hiring plans have changed,” "you need one additional
certification.”

The tell is the specificity of the training provider referral. Legitimate employers accept
gualifications from any accredited institution in the relevant category. A fraudster specifies
a single training provider — their own revenue source — because the job was never real.
If an employer or agent insists on training from one specific provider as a condition of
employment, that specificity is the red flag.

TYPE 8: The Digital Arrest Scam

The digital arrest scam does not directly involve overseas job placement — but it targets
the families of overseas workers by exploiting their anxiety about a family member's legal
status abroad. A caller posing as a CBI officer, TRAI official, Narcotics Control Bureau
agent, or Customs Authority contacts the family and claims that their overseas worker
family member is implicated in drug trafficking, money laundering, or smuggling. To
resolve the matter without the worker being "arrested,” the family must immediately
transfer money as bail or legal clearance — and must remain on a continuous video call
while doing so, "under digital arrest."

/\ DIGITAL ARREST — DOES NOT EXIST IN INDIAN LAW

* No government agency in India — CBI, TRAI, NCB, Customs, police — can arrest anyone
via phone or video call

« "Digital arrest" has no legal basis anywhere in Indian law. It is a fabricated concept used by
fraudsters.

* 92,000+ digital arrest complaints were filed in India in 2024, losses exceeded %1,800 crore

* Prime Minister Modi addressed this in Mann Ki Baat: "Government agencies never contact
citizens this way"

* IF YOU RECEIVE THIS CALL: Hang up immediately. Do not transfer any money.
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* Report at cybercrime.gov.in or call 1930.

* Legitimate government investigations use physical notices delivered by officers in person.

TYPE 9: The Social Media Impersonation Scam

Fraudsters create social media profiles — on Facebook, Instagram, LinkedIn, and
WhatsApp — that impersonate real immigration consultants, real companies, or real
government agencies. They copy profile photos, credential badges, and client
testimonials from legitimate sources. The impersonation is often convincing enough to
pass a cursory check, particularly when the target is not aware of the specific verification
steps that expose it.

CICC Canada shut down 5,000+ unauthorised immigration-related pages in 2024—-2025
alone. Indian immigration consultants, including RCICs, have reported widespread
impersonation campaigns where fraudsters use their photos, credentials, and even client
testimonials to solicit paid consultations. The verification step that catches this: check the
RCIC's registration number at iccrc-crcic.ca directly — not through any link provided by
the person claiming to be the RCIC.

TYPE 10: The Fake Skills Assessment

For Canada and Australia, skills assessments by designated authorities are legally
required for skilled worker immigration applications. ICAS assesses Canadian computer
engineers. Engineers Australia assesses engineering qualifications for Australian
immigration. VETASSESS covers a range of professional and trades categories. These
assessments are issued by the designated bodies only — there is no shortcut, no
alternative provider, and no way to guarantee a positive outcome.

Fraudsters charge %¥1-3 lakhs for "guaranteed positive skills assessments." These are
printed documents. They may look authentic — real logos, real assessment body names
— but they are fabricated. Submitting a fraudulent skills assessment in an immigration
application constitutes misrepresentation, which in Canada carries a 5-year bar from all
applications and in Australia carries consequences that can include permanent
inadmissibility.

TYPE 11: The Guaranteed PR Scam

Permanent Residency cannot be guaranteed by any immigration consultant in any
country. This is not a matter of ethical practice — it is a matter of legal prohibition. The
CICC Code of Professional Ethics explicitly prohibits RCICs from guaranteeing
immigration outcomes. OMARA, the Australian migration agent regulator, has the same
prohibition. Immigration decisions are made by government officers under statute. No
consultant has a relationship with those officers or the ability to influence their decisions.
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"Guaranteed PR" pitches share a consistent structure: the consultant claims to have a
"special arrangement,” an "employer database,” or an "inside connection" with the
provincial government or immigration department. All of these claims are false. Express
Entry, PNP, and Australian SkillSelect are transparent points-based systems. No inside
track exists. Any consultant claiming one is operating fraudulently.

TYPE 12: The Fake Overseas Job Fair

Fraudulent overseas job fairs are advertised in major Indian cities — Hyderabad, Pune,
Mumbai, Bengaluru, Chandigarh, Delhi — with entry fees of ¥500 to ¥2,000. Inside,
attendees find glossy brochures representing "foreign companies” that are not present
and have not authorised use of their names. "Company representatives” collect
registration fees of 315,000 to ¥50,000 for "confirmed slots." The representatives vanish.
The companies never knew their names were used.

The legitimate version — genuine overseas job fairs organised by registered RAs or
directly by foreign employers — does exist. The distinction: genuine job fairs are typically
free to attend, the companies present have human HR representatives who can be
verified, and no fee is collected at the event. Any "job fair" that charges entry and collects
registration fees on the spot should be treated with immediate suspicion.

X MYTH FACT

Any job on a regulated platform like LinkedIn  LinkedIn, Naukri, Indeed, and Facebook are

or Naukri has been verified for legitimacy. advertising platforms, not regulatory
agencies. They carry legitimate and
fraudulent listings simultaneously. Platform
presence provides zero verification of any
specific listing.

A professional office and printed brochures
prove an agent is legitimate.

Fraudsters invest specifically in professional-
looking offices and materials to build
credibility. The single legitimate verification is
eMigrate registration — not office quality.

A WhatsApp message with a company logo
is official communication from that company.

WhatsApp accounts can be created with any
name, logo, or photo in minutes. A
WhatsApp message is never official
corporate communication for employment
purposes.

If I paid and got a receipt, | have legal
protection.

dreamvisas.com

A receipt from an unregistered agent has no
legal enforceability. Only registered RAs with
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government bonds offer meaningful legal
recourse for their specific obligations under
the Emigration Act.

? FREQUENTLY ASKED QUESTIONS

Q: How do | tell a genuine job offer from a Ghost Employer fake?

A: Apply Step A of the SAFEJOB Framework: contact the employer's HR department directly
using contact details found on their official corporate website. Not the email in the offer letter. Not
the WhatsApp number from the agent. The official corporate website HR contact. A genuine
employer will confirm or deny in writing within 48 hours.

Q: I received a job offer in Cambodia for USD 4,000 per month in "digital customer
service." | did not apply for it. What should | do?

A: Treat this as a cyber scam compound recruitment attempt. Do not respond, do not provide any
personal information, and do not travel. Report the contact details to cybercrime.gov.in. If you are
tempted to explore it further, read Section 4.7 of this book first.

Q: A friend says they went through this agent last year and everything was fine. Does
that mean the agent is legitimate?

A: A past successful placement by the same agent does not validate a new offer from that agent.
Fraudsters often make a small number of genuine placements to build social proof — the
testimonials you hear are real, but they are the bait for the fraud that follows. Verify every offer
independently regardless of the agent's track record.

Q: My agent says | can pay in installments so the risk is lower. Is that correct?

A: Installment payment structures do not reduce the risk of fraud — they are actually a tactic used
to extract more total money from victims who would refuse a single large payment. The Zero-Fee
Rule applies to installments exactly as it applies to lump-sum payments. Zero is zero.
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CHAPTER 4

COUNTRY-SPECIFIC FRAUD PATTERNS AND VERIFICATION GUIDES

Every genuine migration opportunity creates a parallel fraud wave. Canada's
Express Entry system is real — and so is the fake LMIA industry built around it.
Germany's Skilled Immigration Act is a genuine opportunity — and so is the fake
German employer sponsorship racket that emerged within months of the Act's
passage. Australia's Skills in Demand visa is a legitimate pathway — and so are
the fraudulent "guaranteed SID visa" packages being marketed to Indian
workers. Understanding the specific fraud landscape of your target country is not
optional — it is the country-specific application of the SAFEJOB Framework.

This chapter provides country-specific verification guides, 2026 fraud patterns, and the
key legal updates you need to know before pursuing employment in each major
destination. Read the section for your target country carefully. Then apply the SAFEJOB
Framework steps with the country-specific verification tools identified h